
 

 

 

 
 

 

          Better Business Focus  June 2015 

 

 

 

 

 

 
 

 

          Better Business Focus  June 2015 

 

 

 

 

 
 

 

 

          Better Business Focus  July 2016 

  

 
35 

 
 

Companies are increasing their 

awareness of cyber security with 91% of 
those surveyed by the Institute of 

Directors in December 2015 saying that 

cyber security was important to their 

organisation. 
 

Conversations are now being held at 

board level although the cyber 

security budget is likely still to remain 

with the company’s IT team. Those IT 

teams are sensibly protecting the 

business by spending money on 

firewalls, anti-virus software and other 

preventative tools. Yet there is 

another element to keeping a 

company’s information safe, which in 

some cases is being overlooked, and 

that is the people within that 

company. 

 

If it is true, as suggested by experts in 

this field, that 84% of data breaches 

are related to malicious activity or 

down to an error made by an 

employee, then effort must also go 

into educating staff on the importance 

of cyber security and the penalties of 

breaching it. In most organisations this 

does not sit comfortably with the IT 

team but with the Human Resources 

department and their training budget. 

In the same way as the company’s 

anti-virus software is regularly 

updated (according to the 

configuration set by the IT team upon 

receiving new versions from the 

company’s chosen provider), this 

training needs to happen regularly and 

as new threats materialise. 

 

The risk remains though that the 

company is attacked with a new 

criminal technique to steal or interfere 

with data before the update, whether 

through software or training, is 

implemented. Whilst software is 

limited by code, human beings are not. 

Such attempts can be blocked by 

some careful thinking, which is 

increasingly being referred to as digital 

hygiene. Digital hygiene is a matter of 

thinking about data security with no 

distinction whether it is in one’s 

personal or business life, in the same 

way that most of us shower daily 

whether we are going into work or 

not. 

 

It means that individuals need to think 

about digital security in the same way 

as they do about their physical 

security.  Car keys would not be left 

lying around for all and sundry to use, 

and passwords should remain private 

too.  

 

In the same way that people seek to 

secure belongings at home by using an 

intruder alarm, they should keep any 

PC equipment and mobile devices 

regularly updated to prevent digital 

theft.   

 

Most of us may think carefully about 

leaving valuables on display to prevent 

our car being broken into, but too few 

use the same kind of thought pattern 

to stop personal information being 

displayed on line, valuable when it 

comes to identity fraud or social 

engineering. It is about accepting that 

the company or the bank is not to 

blame if one does something foolish, 

and although there is sympathy for 

those who are digitally mugged, 

patience is running thin for individuals 

and companies who do not take the 

most basic measures to protect 

themselves. The recent comments by 

Bernard Hogan Howe, the 

Metropolitan police commissioner 

concerning online fraud victims, 

though ill-judged, have come from this 

frustration. 

 

Customers will not use organisations 

who they feel are careless with their 

data. So it is in the best interest of 

companies to not only protect 

themselves with software but to also 

encourage a mindset of digital hygiene 

within their staff. There are benefits 

from this approach for the staff 

members themselves, who will also be 

consumers outside of work, and being 

able to transact business online safely 

helps the economy and wider society. 

So we all need to think before we 

click. 
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Important Notice 
© Copyright 2016, Bizezia Limited, All 

Rights Reserved 
 

This article appeared in Better Business 

Focus, published by Bizezia Limited ("the 

publisher"). It is protected by copyright law 

and reproduction in whole or in part 

without the publisher’s written permission 

is strictly prohibited. The publisher may be 

contacted at info@bizezia.com (+44 

(0)1444 884220). 

 

The article is published without 

responsibility by the publisher or any 

contributing author for any loss howsoever 

occurring as a consequence of any action 

which you take, or action which you 

choose not to take, as a result of this 

article or any view expressed herein.  

 

Whilst it is believed that the information 

contained in this publication is correct at 

the time of publication, it is not a substitute 

for obtaining specific professional advice 

and no representation or warranty, 

expressed or implied, is made as to its 

accuracy or completeness. Any hyperlinks 

in the article were correct at the time this 

article was published but may have changed 

since then. Likewise, later technology may 

supersede any which are specified in the 

article. 

  

The information is relevant primarily within 

the United Kingdom but may have 

application in other locations. 

 

These disclaimers and exclusions are 

governed by and construed in accordance 

with English Law. 
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